Best Practices For
Transportation Security
In Mexico
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I 61&.5".8"9:'&4CF'4C'=&"?1A"/."8&5B.85B:'2"34#5
' Mostdangerous zones of cargo transportation are
' Vicinity of major metropolitan cities (ie: Mexico City, Guadalajara)
| Rural areas and isolated stretches of major highways
' Border crossings between Mexico and United States

I Organized crime groups are the main threat for cargo hijacking

I In some geographies, it is saferto transport cargo via railway than by road
I G5%$"B/40OB""A"$"/:C'4/'2"34#5

' Power of cartels and the prolific drug trade

I Corruption and fraud are pervasive at all levels of governmentand LEA

| Belief that almost 90% of cargo theft involves collusion of corrupt
drivers/employees

' Proximity to US and strong economic interrelationship and dependencies
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High-Risk Highways

A. All highways in the state of Michoacan.

B. Stretches of Federal Highways 134, 150, 129 and 140
between the states of Guerrero and Veracruz.

C. Mexico City-Nuevo Laredo Federal Highways 57D, 54, 40,
85 and 85D.

D. Mexico City—Puebla—Oaxaca Federal Highways 150 and 135D.

E. Zacatecas-San Luis Potosi Federal Highway 49.
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| Extraordinary risks require extraordinary countermeasures
' An enormous number of variables need to be considered /optimized
| Risk variations due to type of goods and geographic region/transitlane
I MB:B&"T'=&5%1%AH)'%B:'@81:'49'#B&&"/:'#5/04:45/C"."'@5&C"R
' Cartels are still powerful and expanding in scope-and-size in some regions
I Corruption continues unabated and is pervasive in some LEA organizations
1 617"1.C
' No silver bullets, no cookie-cutteranswers

| Security is very costly and requires expertise that is very specialized
' TAPAis not enough; need “TAPA on steroids”
I Assureds that attempt to minimize logistics costs will logically be most vulnerable

| Some solutions are “wink and a nod” and can include payoffs and corruption
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' Direct labor and transportation costs have slowly elevated
I “Landed cost” of exported finished goods has gotten progressively higher
I China pushing economic developmentfurther west (ie: Chongqing )

L >:8"&'AS@FSC'IAM&/1:4?"CL&" % "#5$4/.$5& " ?41%A"

I Vietham ' India
' Thailand ' Mexico
' Malaysia ' Eastern Europe

I P&BO"/:'CB==AH'#814/#854#"C'#1/'%"'10?"&C":5'2"34#5'&4CF'4CCB"C
I Theft, corruption, violence are all important factors as to why avoid Mexico
. Governmentand LEA programs already underway to mitigate some issues
I Question as to whether Mexico can ever shed abysmal reputation?
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Approximate Areas Of Cartel Influence Over Business Operations In Mexico
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Approximate Areas Of Cartel Influence Over Business Operations In Mexico
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I 61&:"AC'1/0":8"4&'1CC5#41:"0%BC4/"CC"C#5/.4/B".5".8&4?"
' Drug interdiction has had minimal effect due to corruptionin LEA
| Some cartels “diversification” into cargo theft has been significant

L E"#'[)AH'<BA9'C:1:"C'V71$1BA4=1Q/0" J'&1#&BUW1#"84.8'A"?"AC'594#1&.5'
:8"9:' 95&#4/.'#5$=1/4"C"' :5'105="#5C.AH/"@'C"#B&4:H$"1CB&"C'
I Cargo drivers are now traveling in large convoys ofup to 100 vehicles with

federal police and military escortin orderto help deter hijackings

I Companies require truck drivers to install GPS and use security escorts

I 61&.5"&B#F"&C'CB%C"OB"/:AH=10%/":8"100"0#5C:'59'C"#B&4 . H'
$"1CB&"C'5'#BC:5$"&C'V&"CBA:4/.'4/'84.8"&'C84==4/."#5C.CW

I G5$"#5%$=1/4"C'BC"'14&' 5&'C"1'$501A4:4"C"5"&1/C=5&:'.550C".5'
:8"'X/4:"0" G:1:"C'V17540:8"&4CF'59".&B#F4/.:8"9:W'
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e
| PBHCA#1AC'#B&4HT-&BH#F]:&14A"&C"#BE | AN DN—
! G"#B&4: H 'CH C:"$C Transported Asset Protection Association

I Communications, tracking/tracing, alarms TRUCHING SECURITYREQUIREMERTS
' Vehicle immmobilization controls
I G"#B&4:H=&5#"0B&"C
| Pre-alerts, collection, and delivery
I Scheduled routing
' Incident, event and action reporting (including escalation procedures)
| Stops and secure parking
. P"&C5/["A'C"#B&4H
L 7&14/4/1.
L 1/81/#"0" C"#B&4:H'&"OB4&"$"/.C
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' Background checks using iterative verification processes
' Rotational assignments diminish predictability
| IB1A'0&47?"&C'1/0'1/"$=81C4C'S/" /5'C:5==4/.
I X 4A4U1:45/59"C#5&:.C'V1/0'#5/C40"&1:45/'59'Z#5AA1%5&1:47?""$50"A\V
' Determination of “who is in-charge”. escort or trucker?
' Communication protocols: who talks to whom and how
I Tracking technologies utilized for truck monitoring and ability for geo-fencing
I E5B:"=A1//4/.T'C="#494"0'1/0'$5/4:5&"0
I All stops authorized at secured locations
I Contingencies and alternative routing considered

| 65/C40"&1:45/'59'#5/?5HC
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L al$$4/.! 0"?24#"'C'1&"1'&"1A4:H
| 11CH"5"3"#B:"4/C40™ .&B#F'
. E"OB4&™1A5:'59'=5@"&".55="&1:" o S
| <550'b1$$4/.0"24#"C'1&" $BAMIL"OB"/HH' G S
1/0'1&™/5:" 04994#BA:'5%:14/ >
| D$=5&:1/:"5'B/0"&C:1/0"&1#F4/."."#8/5A5.H'
1/0'=&5="/C4:H"5'%"b1$$"0
' Almost all digital signaling technology is susceptible (GSM, GPRS, CDMA)
' RF signaling can be degraded but not eliminated

I -A"&:C'9&5%$"8":&1#F4/.'"CHC:"$4/'#1C"59'CHC:"$'#53$B/4#1:45/'
Z914AB&"\#1/'$4/4$4U"Ch1$%$4/.'&4CF
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Handheld Cell Phone Jammer - 10 Metres [CJ2000]
Price: $35.70

Cell phone and Wifi jammer [CRJ4000]

price: $212.50
Model: Cell phone jammer [CRJ4000]

Model: Cell Phone Jammer [CJ2000] Availability: In Stock

Availability: In Stock

Shipping: Calculated at checkout

% Price match

l w “ Shipping: Calculated at checkout Rating: r v 516]
' Rating: W W@ 5 [4]

CELL PHONE JAMMER

Read reviews (6) Write a review

.....

System

8 Antenna All in one for all GPS,WIFI,RF,Lojack,3G Cellular Jammer

Price: $442.00
Model: CELLJAMMERO0068

Availability: In Stock
Shipping: Calculated at checkout
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XC">9'G"#B&4:H'IC#5&:C; P84A5C5=84#1A'DCCB"C'-/0'G:&1:".H

I NS5@"'5'%1A1/A#"5?"&:'"?"&CBC#5?"&: " C#5&:'&5A"CR
I QOvert: typically can provide more preventative role against theft attempts
I Covert: can operate with greater “stealth” if successfulin avoiding detection
NS@':5'5=:4%4U"5?"&.""C#5&:[C'&5A"1C'0":"&&"[#"'R
I Vehicles are branded and visible (ie: well-known logos such as G4S)
I Use of armed personnelthat are noticeable and conspicuous
I G5=84C:4#1:."0"C#5&:C'59:"/'BC"Z@"1?4/.]C8B99A4/ \'=&5#"CC"C
| Some escort services provide “weaving services” to avoid predictability
I Other services utilize “matrix” structure to have vehiclesin close proximity
| K81:4C".8"1==&5=&41:"'04C:1/#"9&5%$" C#5&:"0" . &B#FR
| Theft prevention: act as a deterrence to possible incident
| Theft alert: act as “eyes on event” yet not caughtin hijacking “net”
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XC">9'G"#B&4:H'IC#5&.C, >:8"&'>="&1:45/1A'DCCB"C

| ES5A"M59'#".:&1A4U"0Z#5/.&5A5@"&\'95&":&1/C4:".&1#F4/.
I Active (not passive) monitoring of all vehicles using geo-fencing software
| “Scope of control” needs to be realistic (ho more than 10-12 per person)
I IC#5&:'.B1&0'%"817?45&'%"95&")'0B&4/.)'19:"&":&1/C4:"
' Many theft attempts are aided by “inside information” and reconnaissance

I Guards should be deployed in paramilitary manner during all phases to
optimize deterrence effect

I -%4A4:H"5'$5%4A4U"CB==5&:"?"84#A"C'95&'84b1#F4/.'4/#40"/.

' LEAIn many geographies is unavailable/unreliable forincident response

' Avalilability of supportescort vehicles can be crucial during theft incident(s)
| IC#5&:'C"&?4#"C"81:'BC"'Z@4/F'1/0'1'/50\" 1==&51#8

I Some escort services will “manage risk” using unorthodox methods

' Although problematic, these methods are most often quite effective
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| K'"C:"&/'2"34#5'=5&:C'1&""#&B#41A'95&" :&1/@P 1#494#'C"1'9&"4.8""
I Manzanillois currently the largest containerport (2.6 million TEU’s in 2014)
' Lazaro Cardenasis the second largest (1.2 million TEU’s in 2014)

I P5&:'>9'""cU1&56¢c&0"/1C'4C'&1=40AH4/#&"1C4/.'"#1=1#4H
' Facilities for general cargo, dry bulk, liquid bulk, and containerized cargo

' APM Terminals’ new Terminal Container 2 (TEC2) project
I 750 meters of quay to accommodate two 350 meter vessels
' Facility will open in 2016 with an annual throughput capacity of 1.2 million TEU's

I Rail services to Mexico City (385 miles) using the Kansas City Southernde

Mexico rail network
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E4CF'65/C40"&1:45/C' M&5%$'P5& M U1&5'61&0"/1C":5'2"34#5' 64:H

I 65/C40"&1:45/'59".&10" B99C'%".@""/.&1/C4:'1A:"&/1:4?"C
| Security risks of theft/hijacking
' Time for journey (rail transit is typically three days)

| 7&B#F4/.'%#5/C40"&1:45/C
' All road routes travel through states that have severe travel risk advisories
I Theftrisk is exceptional high due to high levels of crime and cartel activity
I DI"&$501A1A"&/1:4?"
' Rail route also passes through Michoacan and Guerrero regions

' Owned by the railway company Kansas City Southern of Mexico
' No reports of railway theft have occurred along the route
I Speed of the trains and more

| Stringent security measures taken by the railway company significantly mitigate
the risk of cargo theft
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Route Assessment From Port Lazaro Cardenas To Mexico City: Alternative A

Morefia Cuantitlar

b alad 2C3

* Route passes through the city of Coyuca de Catalan, which is Ndafe
under the control of the Los Guerros Unidos cartel .

* Coca-Cola closed a storage facilityin Arcelia (2015) since four ‘
trucks were captured and burned by armed cartel members
during 2014

e Other multi-national corporations and local businesses have Valle ge Béaw

closed operations in the state due to the increasing threats to

employee safety 13
* The most dangerousregion of Guerrero is the municipality of 4 A e
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Route Assessment From Port Lazaro Cardenas To Mexico City: Alternatives B+C

-

CAMDA

. 'P_':;:.‘!'
K atrzce
s f‘ C

I_.-\;a;nnq‘_,.: a

Port of Lazaro
nas, Michoacan

e
laro

7 h 36 min

" -
i Cuautilan
) 12c&

{ ( ‘.

Cusrnavaca
i

Attacks on law enforcement and military personnel and otherincidents of
cartel-related violence, have occurred throughout the state of Michoacan
The predominant cartels in Michoacan are 'Knights Templar' and 'New
Generation’

In 2013, escalating violence between Mexico’s federal police and the
Knights Templar cartel resultedinat least42 deaths

Armed members of some groups often set up roadblocks and are reportedly
linked to organized crime

FreightWatch has advised shipping companies to eitheravoid the region
entirely, or use extra security measures if traveling through Michoacan
According to local reports, the most dangerous stretch of road forcargo
theftsis Las Canas - Lazaro Cardenas (whichis adjacent to the routes)
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| Security desk to track data and serve as a communicationslink (7x24)
I Guards and canine units (guards on trains in high-risk areas)
' Patrol vehicles secure rail terminals
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I Monitoring each KCS train (origin to destination) through multiple security
filters

I Passingtrains through a VACIS scanning system
' Laredo/Nuevo Laredo gateway
' Port of Lazaro Cardenas
' Monitoring train cars throughoutthe route using the rail inspection portals
' Documenting the condition of the freight and its seals upon delivery
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